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Abstract. As an emerging technology, blockchain is widely used in
encrypted digital currencies and has an important impact in various fields
such as finance, cloud storage, and Internet of things (IoT), etc. How-
ever, it faces various challenges in the process of its development and
application: waste of resources, limited privacy protection, poor scala-
bility, etc. Intel Software Guard Extensions (SGX), as a new trusted
computing technology, brings solutions to the above challenges in the
blockchain field. Based on the hierarchical structure of the blockchain,
we are the first to systematically discuss the application status of SGX
in the blockchian, including consensus layer, the ledger topology layer,
the contract layer, and the application layer. Meanwhile, we summarize
the advantages and challenges of SGX in the field of the blockchain,
and look forward to the future development direction and the possible
research topics.

Keywords: Blockchain - Intel SGX - Consensus algorithm - Smart
contract - Privacy protection

1 Introduction

Blockchain is a technical solution that relies on distributed nodes to exchange,
verify and store the network data without third parties. Bitcoin [1] is the
first application of the blockchain, and its market capitalization is reaching
176 billion in June 2020 [2]. Ethereum [3] is another application of blockchain
technology, which provides a platform for the operation of smart contracts to
implement Turing-complete programming capabilities. At present, blockchain
technology shows a wide range of application prospects. However, some issues
restrict the development of the blockchain in nowadays. As we know, a large
amount of power is consumed based on the proof of work mechanism. It restricts
blockchain’s application range severely. Meanwhile, the simple “Nakamoto”
mechanism in blockchain can not completely guarantee the user’s privacy. Some
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researches prove that the association between address and the user’s identity
can be obtained by analyzing the transactions on the blockchain [4,5]. More-
over, blockchain also suffers from other obstacles, such as poor scalability, lack
of access to outside information, and centralization trend [6]. Therefore, how
to solve the above issues becomes an essential step in the development of the
blockchain.

Recently, employing Intel software guard extensions (SGX) to solve the prob-
lems in the blockchain has become a new research idea. SGX [7,8] is a trusted
hardware technology developed by Intel corporation and has been added to
Intel’s CPU architecture. SGX provides a trusted memory range that preventing
the code and data from being externally tampered and stolen. Meanwhile, the
SGX built-in functions such as attestation mechanism, random number genera-
tion and monotonic counter provide the powerful efforts for solving security and
privacy issues. The trusted execution environment (TEE) provided by SGX can
ensure the correctness of execution (e.g., transaction verification, contract execu-
tion) and can protect private data from the outside world. An SGX-based party
can be considered as a trusted party, which can replace complex cryptographic
protocols to protect the security of schemes. Moreover, SGX can be used to
simplify the process of protocols and enhance the security. However, due to the
limitations of its design, SGX has certain deficiencies, such as performance load
[9], memory restriction [10], side channel attacks [11]. These shortcomings limit
the application of SGX technology in some scenarios and require researchers to
combine effective scenarios to design effective solutions.

In general, TEE, especially Intel SGX technology, is a hot and highly devel-
oping field. Employing SGX to solve efficiency, privacy, and scalability problems
in the blockchain still exist great challenges. In this work, we introduce existing
schemes based on SGX in blockchain, abstract the functions and hidden dangers
provided by SGX in these works, and suggest future directions in this area. In
more details, our contributions are as follows:

1. The first summary of SGX-based research of blockchain. To the best of our
knowledge, we propose the first systematic analysis on the application of SGX
in blockchain system, which provides insight for employing SGX technology to
solve the problems of the blockchain area. To introduce the existing works better,
we divide the blockchain into six layers, which will be introduced in Sect. 2.1. We
analyze the application of SGX in four of the above layers, which are associated
with SGX.

2. Systematic analysis of the functions and challenges of SGX in blockchain.
We summarize the practical functions of SGX employed in blockchain system.
Meanwhile, we analyze the challenges caused by applying SGX to the blockchain
and suggest the future directions in this area.

The rest of the paper is structured as follows. Section 2 presents an overview
of blockchain’s layers and Intel SGX technologies. Section 3 discusses the appli-
cation of SGX in the consensus, ledger topology, contract, and application layers.
We summary the advantages and disadvantages of SGX in the blockchain field
in Sect. 4. Then, we discuss the open issues and show future directions in Sect. 5.
Finally, we give the conclusion in Sect. 6.
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2 Background

2.1 Blockchain Technology

Blockchain is a distributed ledger system. In the blockchain, nodes controlled
by different users around the world form a vast P2P network to maintain the
database system. The consistency is guaranteed by the consensus algorithm. For
introducing the SGX-based schemes in blockchain field clearly, we introduce a
hierarchical architecture of blockchain, as shown in Fig. 1.

Application . . .

Layer ‘ Cloud Computing ‘ ‘ Big Data ‘ ‘ Internet of Things ‘
Contract Layer ‘ Transaction Scripts ‘ ‘ Smart Contracts ‘
Ledger Topology Chain ‘ ‘ DAG ‘ ’ Improvement Works ‘
Layer

Consensus Layer ‘ PoW ‘ ] PoS ‘ ’ PBFT ‘ ......
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Data Layer ‘ Transaction ‘ ’ Block ‘ ------

Fig. 1. The architecture of blockchain layer.

The Data Layer. The data layer mainly involves different data types recorded in
blockchain, such as transactions, the hash value of block, smart contracts, etc.

The Network Layer. Nodes in the blockchain constitute a vast P2P network,
and the functions of the nodes in the system are logically completely equal.
Information is transmitted between the nodes in the form of flooding broadcasts.

The Consensus Layer. Blockchain uses a consensus algorithm to determine which
node produces the next block, and maintaines the consistency of the blockchain.
The mainstream consensus algorithms include Proof of Work (PoW) [1], Proof of
Stake (PoS) [12], and Delegated Proof of Stake (DPoS) [13], etc. However, there
are many limitations in existing consensus algorithm, such as resource waste
(PoW), waste of resources (PoW), failure to provide provable security (PoS), and
centralization trend (DPoS). We will discuss the SGX-based consensus algorithm
in Sect. 3.1.
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The Ledger Topology Layer. The ledger topology represents the state and struc-
ture of the data generated by the consensus layer, including chains, directed
acyclic graphs (DAG), etc. Besides, the existing blockchain improvement efforts
also produce some new ledger topologies by changing the organization, distribu-
tion, and status of the transactions, including payment channel [14], mix protocol
[15], cross-chain transaction [16], etc. We will introduce the blockchain improve-
ment schemes based on SGX in Sect. 3.2.

The Contract Layer. The contract layer includes simple trading scripts and smart
contracts. In Bitcoin, the scripts contained in the transaction can preset the
conditions for completion of the transaction. It provides simple programming
features for the Bitcoin system (e.g., multi-signature transaction [17]). Compared
to this simple program, smart contract implements Turing-complete scripting
language, which can not only build complex trading logic but also implement
any complex application. However, there are privacy issues in the smart contract.
We will introduce the SGX-based solutions in Sect. 3.3.

The Application Layer. Blockchain provides a new solution to the problems in
lots of fields, e.g., finance [41,42], cloud computing [43-45], IoT [46-48], etc.
However, its limitations restrict its scope of application, such as most blockchain-
based solutions inherit the inefficiency of blockchain. Combining blockchain with
SGX to design better solutions may be an new direction. We will discuss it in
Sect. 3.4.

2.2 Intel SGX

Intel Software Guard Extensions (SGX) technology is the extension of the Intel
architecture to provide a trusted execution environment for applications. The
computer system reserves a secure memory range for SGX. With a new set
of instructions, developers can create secure containers for application in the
secure memory. The integrity and confidentiality of the data in containers will be
protected. SGX provides three major mechanisms: secure container, attestation,
and data sealing [7,8].

Secure Container. SGX provides a secure container called enclave, which pro-
tects the execution of code and data in it from external influences (including
privileged software such as OS and Hypervisor). To protect enclave, the access
of enclave will perform additional check by the hardware. The access instruction
that fails the above verification will return a reference error that the memory
address does not exist. Additional memory access check enables the enclave to
be isolated from the outside world.

Attestation. Attestation mechanism can prove that an enclave has deployed the
correct code and the SGX-based platform creating this enclave is credible. SGX
proposes two attestation schemes: intra platform attestation and remote
attestation. Intra platform attestation is used by an enclave to prove to another
enclave on the same platform, which can be used by calling the CPU instruction.
Remote attestation process is based on intra platform attestation. It can be used
to prove to the remote parties that it is trustworthy.



A Survey on the Application of SGX in Blockchain Area 637

Data Sealing. Enclave data can be sealed out of secure memory for future use.
SGX provides a special key called sealing key for data sealing to ensure the
confidentiality and integrity of the data.

3 SGX-Based Schemes in the Blockchain Layers

3.1 SGX in the Consensus Layer

The principle and existing problems of these consensus algorithms have been
introduced in Sect. 2.1. This section will discuss the schemes employing SGX to
improve the existing consensus algorithms based on SGX.

Proof of Useful Work. PoW suffers from an enormous waste of resources, e.g.,
computing power, because nodes need to try to solve the computational puzzle
each consensus round. To solve the problem, Zhang et al. [18] propose a new
consensus scheme called Proof of Useful Work (PoUW). PoUW is an improve-
ment to the PoW, which exploits SGX to transform the computing resources
needed in PoW into useful works. In PoUW, every miner needs to support SGX,
and get useful tasks from users each round. Miners will load those tasks into the
enclave for execution. The enclave will determine if the execution wins the right
to generate a new block in this round and provides certification. Finally, the win-
ner can publish the new block and certification to the blockchain network by an
agent. However, the security of PoOUW will be destroyed by breaking the enclave
in a miner node, because POUW trusts the proof generated by each SGX-based
miner node. For this problem, PoUW design a statistical analysis scheme based
on newly generated blocks to detect whether SGX-based nodes are corrupted.

Secure Proof of Stake. PoS is another widely used consensus algorithm. In
PoS, the possibility that a node obtains the right is related to the number and
duration of assets it holds. Compared to PoW, PoS has less waste of resources
and higher efficiency, but lower security [49,50]. Li et al. [19] propose the Secure
Proof of Stake to improve the security of PoS. The scheme has the same way
of obtaining rights generating new blocks as PoS, but it uses the nodes based
on TEE (e.g., SGX) to provide security for the scheme. In the scheme, each
node needs to generate a signature key pair in an enclave and configure the
information in the blockchain network for joining the blockchain network. Since
the signature key for the block is managed by enclave, the reliability of the block
confirmation is ensured. Moreover, user’s accounts are holden by the enclave,
which improves security further. Considering the security problems of the PoS,
the schemes implement a secure monotonic counter using SGX to ensure that
the verifier generates at most one block at the existing block height. It prevents
the verifier generating block for different branches to get more rewards at the
same time.
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Proof of Elapsed Time. Proof of Elapsed Time (PoET) [20] is a new consensus
algorithm based on SGX, which is proposed in the Hyperledger Sawtooth Lake
project. In the process of POET, each node generates a random number, which
represents the time that the node needs to wait. The node with the shortest
waiting time will obtain the right to generate the block and receive the reward.
The nodes of PoET only perform simple random number generation algorithm
and corresponding waiting. Therefore, it does not need high computing resources.
For security, the nodes need to execute protocol algorithm in the local enclave to
ensure the correct generation of the random number and the correct execution of
waiting time. The nodes will be verified with the remote attestation mechanism
to ensure the reliability of the platform.

Proof of Luck. Based on the idea of PoET, Mitar et al. [21] propose a new
consensus algorithm named Proof of Luck. The nodes in Proof of Luck are also
based on TEE (e.g., SGX) and run the random number generation algorithm in
the enclave to elect a leader. The smaller random number generated by the node,
the sooner the new block generated by itself can be broadcast. After receiving
the new block, nodes verify it and select the block with the smallest random
number as the new block. To optimize performance, if nodes receive a block
with a smaller random number before the broadcasting block of themselves,
they will give up broadcasting their block to reduce network load. The scheme
implements the SGX-based monotonic counter to prohibit concurrent calls of
the enclave, which prevents individual nodes from running multiple consensus
nodes concurrently to increase their competitiveness.

3.2 SGX in the Ledger Topology Layer

This section introduces the schemes based on SGX to enhance the improvement
works of the blockchain.

Payment Channel. Payment channel [14] is one of the solutions to improve
the throughput of blockchain. It can implement multiple off-chain transactions
and only synchronize a settlement transaction in the blockchain. However, exist-
ing payment channel schemes rely on complex cryptographic protocols to ensure
security, which results in inefficiencies and unfriendly to users. Lind et al. [22]
propose Teechain, a secure payment channel solution. In Teechain, both parties
that build payment channels are based on SGX. The enclave of both parties
maintain the balance information, the address of transactions, and the corre-
sponding private key. Before building the payment channel, both parties must
deposit the funds that determining the transaction capacity of the payment
channel. With remote attestation, each party constructs a secure communica-
tion channel for synchronizing the balance. During the transaction, the payment
message is encrypted by the enclave and sent to the other party. The other party
will receive the payment message and updates the balance. The balance main-
tained by the enclave of both parties and will not be affected by the users. Since
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both enclaves hold the key for the settlement transaction and the transaction
based on the hash time lock, both users can settle the transaction separately after
the timeout. Teechain takes the way that each user can only send the payment
messages to ensure that neither user will reject the other party’s messages to
destroy the protocol. Meanwhile, Teechain employs hardware-based monotonic
counters to prevent the replay attacks.

Mix Protocol. Transaction mix protocol is one of the solutions to solve the
privacy problem in the blockchain. Most mix schemes use the centralized mix
server model [15], which uses a single bitcoin address to receive the same amount
of funds from multiple user addresses. Then, the server transfers the funds to the
destination address. Since all user addresses have the same probability of being
traded with the destination address, it is difficult for attackers to associate user
and destination address. However, the centralized mixer has huge rights, and it
is difficult for the protocol to constrain the malicious behavior of mixers. Tran
et al. [23] propose a new privacy protection scheme. The scheme is based on the
centralized model. The centralized mixer is based on SGX, and the mix operation
will be load into the enclave to effectively prevent the malicious mix server from
malicious behavior. To mix transactions, a user needs to construct a transaction
(including information such as funds and destination address) to transfer funds
to mixer’s address. Enclave periodically get the transactions related to the mix
and constructs the corresponding transfer transactions. Finally, the mixer will
broadcast the transaction to the blockchain network. Since the mixer’s address
is generated and saved in the enclave, it can be ensured that the funds can only
be spent by the enclave. The establishment of the secure communication channel
between the user and the mixer ensures that the privacy of the mix information.

Cross-Chain Transaction. Atomic Cross-Chain Swaps (ACCS) achieve
untrusted cross-chain transactions [16]. However, it relies on the parties to inter-
act with the transactions continuously to ensure the security of the protocol. It
is not only unfriendly to the user, but the complex interaction process seriously
affects the performance of the protocol. Tesseract [24] is a cross-chain trading
scheme that employing the secure execution features of SGX to implement real-
time cross-chain transactions. In Tesseract, there is a central exchange based on
SGX. The user who needs the service registers a Tesseract account and deposits
a certain amount of balance into the exchange’s address. The exchange enclave
records the private key of the exchange’s address and the balance of all users. In
the transaction, the user makes orders by offering requests to the exchange. After
receiving the message, the Tesseract enclave issues an order that is anonymous
and visible to everyone. Other users choose the appropriate order to trade, and
enclave updates the user’s account balance based on the transaction informa-
tion. Tesseract enclave will periodically synchronize settlement transactions to
the blockchain network. The user can utilize the remote attestation mechanism
to verify the program’s validity in the enclave and build a secure channel to
ensure the privacy of their transactions.
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Light-Weight Client. Some researchers [25,26] propose the blockchain light-
weight client schemes to support the node based on resource-constrained devices
(e.g., mobile phones). In the scheme, there are two types of nodes: light nodes
and full nodes. The light nodes only need to save a small amount of data on the
chain and outsource most of the verification and storage work to full nodes. How-
ever, when full nodes work for light nodes, it needs to know all the transaction
information from light nodes, which seriously affects the privacy of users. Matetic
et al. [27] propose an SGX-based light-weight client scheme to protect the privacy
of users. In the scheme, full nodes are based on SGX and load the transaction
verification process into the enclave. When a light node sends a request to a full
node, the enclave on the full node will scan the blockchain data and reply the
Merkle path of the block. The light node verifies the correctness of the transac-
tion through the Merkle path and the block header. They [27] also provides a
variant scheme to improve the efficiency of verification. In the variant scheme,
the enclave on the full node maintains a special version of the Unspent Trans-
action Outputs (UTXO) database. When receiving the verification request from
a light node, the enclave will access the database and return the corresponding
result directly. In both schemes, light nodes and the enclaves can construct the
secure communication channel to protect the privacy of user.

3.3 SGX in the Contract Layer

The contract layer includes trading script and smart contract. The trading script
can only build simple trading logic, while the smart contract has more program-
ming power than general trading scripts. However, the contract codes on the
blockchain are visible to all nodes, which undoubtedly affect the privacy of the
smart contract. Some researchers [4,5] prove the feasibility of de-anonymization
attacks by analyzing the transaction structure of blockchain. This section intro-
duces SGX-based schemes to solve the privacy issue in the smart contract.
Kosba et al. [28] propose a smart contract system to protect the privacy
of smart contracts. They design a manager to execute part of the user’s smart
contract, which includes private information. The manager will construct a zero-
knowledge proof to prove the execution results. To ensure that manager is trusted
and does not reveal sensitive data, they recommend that the manager can be
loaded in a TEE (e.g., SGX). Yuan et al. [29] propose a scheme that protecting
the security and confidentiality of smart contracts without breaking the integrity
of existing blockchains. The scheme establishes a TEE-distributed storage plat-
form (TEE-DS) as the execution platform of the smart contract. TEE-DS con-
sists of the worker nodes based on SGX. To ensure the confidentiality of the
smart contract code and data, the user needs to establish a secure channel with
the TEE-DS before transferring the contract. The smart contract code will be
transmitted using the secure channel. Users can be free to choose whether to
become a worker node, which guarantees the scalability of the system. Cheng et
al. [30] propose Ekiden to protect the privacy of smart contracts. Ekiden also
separates execution of smart contact from consensus operations. The execution
of smart contract is responsible for compute nodes, and consensus operations are
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responsible for consensus nodes. The consensus nodes are responsible for main-
taining the blockchain system and updating the state of the smart contract. The
compute nodes are based on SGX and will execute the smart contract in the
enclave. Any node that supports SGX can join the system as a compute node.
To reduce the impact of failed compute nodes, the scheme designed a key man-
agement protocol based on secret sharing [31,32]. Based on the design idea of
Ekiden [30], Das et al. [33] implement a smart contract execution scheme based
on Bitcoin. In the scheme, all users must submit the deposit into their contract
before their contracts are executed, which is different from Ekiden [30]. At the
same time, the execution node based on SGX must submit the margin equal to
the sum of deposits. If the protocol fails, the party that misbehaves will lose the
deposit. However, the scheme only supports the limited types of contracts and
has security issues (e.g., multi-party collusion to secure margin).

3.4 SGX in the Application Layer

In this section, we will discuss the schemes in different application fields such as
finance, cloud storage, and Internet of things (IoT) [34-36].

Distributed Cloud Computing Service. Most of the existing cloud comput-
ing models are based on centralized service models, which brings vast pressure
of equipment to cloud computing servers and the trust problem between servers
and users. Al-Bassam et al. [34] propose a distributed cloud computing solu-
tion, which allows execution nodes to rent their own trusted calculation time. It
designs a fair trade protocol that combines the SGX remote attestation mecha-
nism with smart contracts to ensure fairness in rental service. With the secure
execution environment of the SGX and smart contract, the scheme ensures the
correct execution of transactions and user’ code. Meanwhile, it employs the dis-
tributed cloud computing model to ensure that users can continue to execute
on other execution nodes if the current execution node is corrupted or offline.
However, the scheme requires the separate construction of the payment channels
between the user and the execution node, and it needs to maintain continuous
communication during the rental process, which limits the availability of the
scheme.

Data Ownership and Privacy Protection Data ownership and privacy pro-
tection have become one of the key researches in the era of big data. The existing
schemes, including data access control [37] and data anonymization [38], cannot
guarantee the proper use of data by authorized users. Yang et al. [35] combine
smart contract with TEE (e.g., SGX) to enable privacy of data, which enables
users to control other people’s use of their private data. In the Privacy Guard,
data owners use smart contracts to set usage policies for data, including data
consumers, data usage conditions, and the purpose of the data. At the same time,
the data usage record is stored on the blockchain to ensure the unchangeability



642 H. Lei et al.

and traceability. Privacy Guard delivers smart contract to the off-chain execu-
tion engine based on TEE. The correctness of execution does not depend on the
consensus algorithm and does not require all blockchain nodes to execute the
contract, which improves system efficiency. In general, Privacy Guard leverages
TEE’s isolation feature to protect the execution of smart contracts while reduc-
ing the consumption of smart contract consensus algorithms. The TEE remote
attestation mechanism solves the user’s trust in data storage.

IoT Data Security. Blockchain provides a new solution to the secure storage
and management of IoT devices. However, the huge data flow of IoT far exceeds
the throughput of existing blockchain systems. Meanwhile, the hybrid storage
architecture, which stores data digests on the chain and stores the original data
out of the chain, cannot guarantee the integrity and privacy of the IoT data.
Ayoade et al. [36] propose a decentralized IoT data management solution. The
scheme employs smart contracts to achieve data access control and SGX tech-
nology to store IoT data securely. The IoT device in the scheme is registered in
the blockchain through the IoT gateway. It uses the smart contract to set the
data access control algorithm to ensure that only authorized users can access
the data. Moreover, the scheme uses the hybrid storage architecture to store
data digests in blockchains, and the original data is stored out of the chain. To
protect the off-chain data, the data will be encrypted by SGX. When a user
wants to get the original data, he first proves his authority to the blockchain.
A certificate will be obtained from the blockchain and submitted to the storage
platform. The enclave of the storage platform performs integrity verification on
the certificate and returns data to the user.

4 Discussion

At present, SGX has many applications in the blockchain field. Through the
analysis of the previous sections, the functions of SGX in the field of blockchain
can be summarized as follows.

1. Secure execution. An enclave is isolated from the external environment, so the
execution logic of the code loaded into the enclave cannot be tampered by the
external environment, which ensures the correctness of internal execution.

2. Privacy protection. The data in the enclave cannot be accessed and tampered
by the outside world, so the privacy of sensitive data generated during exe-
cution can be effectively protected. Besides, the secure channel built between
the enclave and the other party also guarantees the privacy of the data passed
into the enclave.

3. Simplify the protocol process. Most cryptographic protocols often employ com-
plex cryptographic tools, and cumbersome protocol flows to ensure security.
The SGX-based role can act as a trusted party in the protocol to reduce
the use of complex cryptographic tools and to simplify the protocol process,
thereby improving the efficiency of the schemes.
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4. Trusted functions based on SGX. Some trusted functions provided by SGX
(such as trusted monotonic counters, trusted random number generation, etc.)
can be implemented to provide trusted components for the solution, thereby
improving the security of the scheme.

Obviously, SGX provides practical help to the research field of blockchain. Of
course, there are still some problems in the application of SGX in the blockchain.
Some of the issues are caused by the unique scenes of the blockchain, and the
others are caused by defects of SGX. The details are as follows.

1. Controlled communication. The communication of SGX is controlled by the
platform owner, so it is easy for the platform owner to intercept input of an
enclave. Of course, the information passed into an enclave can be encrypted to
ensure data security, but the interception cannot be stopped. It may lead to
some network communication-based attacks (such as denial of service attacks,
Eclipse attacks, replay attacks). Therefore, researchers have to design reason-
able protocol to decrease the possibility that the SGX platform owner will
intercept or tamper the input of the enclave. A reference is the Teechain [14],
which introduces the beneficial results for an SGX platform owner to receive
the correct inputs.

2. Single point attack. Most of the SGX-based solutions rely on the credibility of
SGX. Once the SGX-based role is compromised, it is easy to cause the entire
solution to crash. The problem is very conspicuous in the consensus schemes,
which employ the SGX-based roles as the nodes in a P2P network (e.g., POET
[20], PoLK [21]). In those schemes, the SGX-based roles may maintain the
large value relationship, which stimulates the attacker to launch attacks on
the SGX, even the physical means. To tolerate such attack, a solution is to
decentralize the benefit to reduce the possibility of attack. Meanwhile, it is
possible that multiple SGX-based nodes cooperate to mitigate the attacks.

3. Side channel attacks. In recent years, some side channel attacks on SGX
are exploded, which indicates that SGX indeed have some security holes.
Although these attacks are relatively difficult to exploit, the attacker may
use these means to attack the SGX with sufficient profit. To solve the prob-
lem, we can consider combining the scheme with the side channel attack
defense scheme (such as Oblivious Random Access Machine [39], Address
Space Layout Randomization [40]) to improve the security.

5 Future Directions

SGX provides the new solution to the problems of efficiency, privacy, and scalabil-
ity in the blockchain. It has attracted much attention to academia and industry.
We believe the following aspects should be noted in future research.
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Security in Consensus Algorithms. In the blockchain, the consensus mechanism,
while considered as a way to ensure fairness and trust in an untrusted system,
provides a target for would-be attackers. We discuss the schemes using SGX to
eliminate the attacks in existing consensus algorithms in Sect. 3.1. However, SGX
has the potential to solve the more attacks in the consensus layer. For example,
selfish mining attack is an attack strategy in PoW, which permits the miner to
obtain more rewards of creating blocks. To implement the attack, a miner is not
broadcast the generated block immediately and continue to generate the next
block in a round, until a new block is broadcasted. Obviously, the miner based
on SGX can be forced to broadcast the generated block, which prevents against
selfish mining attack. Thus, it is a potential direction to solve the more attacks
in the existing consensus algorithm using SGX.

Privacy Protection and Supervision. Privacy protection technology may provide
a safeguard for the unlawful act. For example, offenders can anonymously achieve
money laundering by anonymous digital currency. Thus, a splendid blockchain
system should supervise the criminal acts while provides privacy protection. In
this scenario, the SGX-based role can act as a qualified supervisor to hold the
secret that can track the users. Thus, it is also a potential direction to build a
trusted supervisor based on SGX.

6 Conclusion

This paper analyzes the application of SGX in the field of blockchain. Firstly, the
blockchain layers and SGX technology are introduced. Secondly, the problems of
blockchain and SGX-based solutions in the consensus layer, the ledger topology
layer, the contract layer, and the application layer are elaborated. Finally, the
functions of SGX in the field of blockchain are summarized, and the future
directions have prospected.
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